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Gidi thuat ma héa mat khau Oracle
GiGi thiéu

Ngay 08/07/1993, Bob Baldwin; nguoi dwgc gid dinh la tac giad thiét ké giai thuat ma hoa
mat khau Oracle ,--1--, da dang bai viét voi tiéu dé “Giai thuat ma héa mat khau Oracle” trén
trang comp.security.misc. Bai viét clia Bob Baldwin da mé ta cac yéu cau ma giai thuat ma
hoa can thda mén va cac budc hién thuc gidi thuat.

Giai thuat ma héa phan tich trong chii dé nay ng dung cho phién ban Oracle6 dén
Oraclel0g, phién ban Oraclellg dang dung giai thuat ma hdéa méi.

Y éu cau vé giai thuat ma héa

Phai c6 thé thi hanh duoc trén moi thiét bi dau cubi

Tén truy nhap vamat khau phai ho tro dwoc nhitng ky tw ngoai bang ma ASCII ,--2--
Truong hop céc tai khoan cd cling mat khau thi mat khau ma héa phai khac nhau
Mat khau phai ¢ do dai da lon

poOwDNhPRE

Giai thuat ma héa mat khau Oracle

T cac dac ta yéu cau giai thuat nhan dwoc, Bob Baldwin da thiét ké giai thuat ma héa gom
cac buéc nhu sau:

Ghép tén truy nhap va mat khau thanh mét gié tri chudi phang

Chuyén chubi ky tw phang thanh chubi chit hoa

Chuyén chudi ky tu phang sang dinh dang luu trir nhidu byte

M hda chubi ky tw két qua budc (3) dung thuat toan DES-CBC ,--3--, vGi khoa ma
hoa c6 dinh 1a0x0123456789ABCDEF

5. M& hda mot 1an nira chudi ky tw két qua bwdc (3) dung thuat toan DES-CBC, nhung
khéa ma héalan nay la khdi dir liéu cudi dwoc trich tlr két qua bwdc (4). Khoi dir liéu
cudi cta budc (5) sau khi chuyén sang dinh dang in dwoc chinh la mat khdu ma héa
két qua.

> owpNPRE

Vi du tir hai hinh dwéi day minh hoa tinh ding cla giai thuat ma héa trén:


mailto:contact@vietpace.com

@ oracle@localhost:~

Hinh 1 - Mat ma duoc tao ra béi chinh Oracle Database c6 giatri la EBO77F3A1EA4B1BB

Trinh tw ma héa mat khdu Oracle Y

SQL> exec oracle_pwd_encrypt('viet','pace');

THUAT TOAN MA HOA MAT KHAU TAlI KHOAN ORACLE
USERNAME: viet
PASSWORD: pace

Buoc 1: Ghep chuoi Username va Password.
vietpace

Buoc 2: Chuyen chuoi thanh chu hoa.
VIETPACE

Buoc 3: Chuyen dinh dang luu tru chuoi.
00560043004500540050004100 430045

Buoc 4: Ma hoa DES-CBC lan 1.

(00560049004500540050004100430045 |, 0123456T89ABCDEF) ===> DBMABGEDCF3I9BEEA1IT1861676431F451
Buoc 5: Ma hoa DES-CBC lan 2.
(00560049004500540050004100430045 |, 17T1861676451F451) ===> GAAOFSCECDIEFCEIEBOTTFIA1EA4B1BB

Mat khau Oracle da duoc ma hoa: EBOTTF3A1EA4B1BB
Thoi gian ma hoa = [0 Seconds]

PL/SQL procedure successfully completed.
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Hinh 2 - Mat khau két qua co6 duwoc tir gidi thuat ma héa md ta tring khop vai mat khau do chinh
Oracle Databasetao ra. (trich tir tai liéu khoa hoc “Ngay hoi bdo mat Oracle — Dayl1™)

Yé&u diém mat khau Oracle

Giai thuat ma hdéa mat khau Oracle tuy thoa man céc dac ta ban dau, nhwng dabdc 10 nhiéu
yéu diém co ban.

1. Mat khau khong phan biét chir hoa thuong.



2. Giéatri Salt ,--4--, dung cho giai thuat m&hoéa chinh la “Tén truy nhap”.
3. Sk dung khéa ma hda khong doi 1a 0x0123456789ABCDEF cho giai thuat bam ma

Chu thich

--1-- Bob Baldwin, truéng dw an “Trusted Oracle”, dwoc xem la ngudi thiét ké giai thuat ma
héa mat khau Oracle dung cho céc phién ban Oracle6 dén Oraclel0g. Bai viét dang ngay
08/07/1993 ciia Ong nham muc dich gitp mot ngwdi ban hiéu dwoc thuat toan ma hoa dé
anh c6 thé kiém tra tinh yéu ctia mat khau Oracle. Theo Bob Baldwin, ndi dung bai viét
thudc pham vi c6 thé dwoc cong bd va treée do Ong da trinh bay ndi dung nay tai hoi
nghi BATSS (Bay Area Trusted Systems Symposium)

-2-- ASCII: Chuan métrao doi thong tin Hoa Ky
-3-- DES-CBC: Giai thuat ma héa DES thuc hién & ché do Cipher-Block-Chaining
~4- Salt: Chubi gia tri ngau nhién da dai dé tang do khé vathoi gian pha mamat khau

- Tai liéu tham khao: An Assessment of the Oracle Password Hashing Algorithm

DE hiéu ré hon vé chu dé, cac ban c6 thé tham gia chuyén dé Xac thuc clia chwong trinh Ngay hoi bado mat
Oracle, hodc lién hé theo théng tin dudi day:

Trung tdm dao tao VietPace
VietPace Training Center
123 Trwong Pinh, Quan 3, TP. HCM.

Phone: (+84) 8 39.325.977

Fax: +(84) 8 9.321.042
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